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ANNEXE 1
Hiérarchie des clés dans la spécification S02.16e
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figure 8.6: dérivation de AK à partir de PAK (phase d'autorisation basée sur R5A).
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figure 8.7 : dérivation de AK à partir dl' PAK et PMK (phase d'autorisation basée à la fois sur R5A et
EAP).
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ANNEXE Il
Traces concernant les résultats de Simulation du protocole EAP-SSC

EAP-SSC Secured Smart Card Channel December 2003
Extract from the IETF draft draft-urien-eap-ssc-Ol.txt

9 Examples of traces with plain text payload

This section of the document provides two examples of results of a
simulation of the running of two sessions, the first session associated
to a symmetrical key exchange context, and the second to a public key
exchange context. AlI computed values used to produce the five packets
which are exchanged in each case are presented with hereafter
assumptions:
- EAP-SSC-Type equal 255 (hexadecimal FF);
- Starting Identifier equals 165 (hexadecimal A5);
- The payload is not enciphered.

9.1 Traces in a symmetrical key exchange context

//* value of the shared secret s
83D972DlOlF40973DEC8E32068BlDE58l64lEA76

//******** Beginning of the lst packet of the exchange **********
//*********** sent by the Authentication Server (AS) ************
01 A5 00 lB FF 01 20 ; header

1

1 +----- Flags field with S (Start) bit set
1 +---- Sub-Type field set for symmetrical case

1 +----- EAP-SSC-Type
1 +------- Packet Length field set to 27

1 +------- Identifier field
+------- Code Field set for EAP-Request packet

BDD99CB2FDABDC599552lD3F4D724lBBA6A96E5D ; value of rI (20 bytes)
//******************* End of the lrst packet ********************

//* value of r2 (20 bytes) generated by the Smart Card
E72D5787DlC037ElDE3CFE63DCF5DF8DF2523693

//* value of D(rl 1 s)
A5756l6DE4EB4l230E39B28A94BB86039E27F8C9

//******** Beginning of the 2nd packet of the exchange **********
//************* sent by the Smart Card to the AS ****************
02 A5 00 lB FF 01 00 ; header

1

1 +----- Flags field
1 +---- Sub-Type field set for symmetrical case

1 +----- EAP-SSC-Type
1 +------- Packet Length field set to 27

1 +------- Identifier field equals to that of the request packet
+------- Code Field set for EAP-Response packet

425836EA352B76C2D0054CE9484E598E6C75CE5A ; Z = r2 XOR D(rl 1 s)
//******************* End of the 2nd packet *********************

//* value of the computed Session's Key SK
AB5AFE7AC13CEE477BEACE3A5178AD9D7BD7D374

//******** Beginning of the 3rd packet of the exchange **********

145



//************* sent by the AS to the Smart Card ****************
01 A6 00 20 FF 01 08 i header

1

! +----- Flags field with D (Digest) bit set
1 +---- Sub-Type field set for sYmmetrical case

1 +----- EAP-SSC-Type
1 +------- Packet Length field set to 32

1 +------- Identifier field has been incremented to 166
+------- Code Field set for EAP-Request packet

68 65 6C 6C 6F i Ml="hello"
22Fl82938CBA24E4E49D2B5E9EA3B53321DE84FD i Dl = D("hello" 1 SK)
//******************* End of the 3rd packet *********************

//******** Beginning of the 4th packet of the exchange **********
//************* sent by the Smart Card to the AS ****************
02 A6 00 20 FF 01 08 i header

1 1

1 1 +----- Flags field with D (Digest) bit set
1 1 +---- Sub-Type field set for sYmmetrical case
1 +----- EAP-SSC-Type
1 +------- Packet Length field set to 32

1 +------- Identifier field equals to that of the request packet
+------- Code Field set for EAP-Response packet

77 6F 72 6C 64 i M2="world"
ABIOAB506D923CEOBC60221ACF503D6338CIEDA2 i D2=D("world" 1 Dl 1 SK)
//******************* End of the 4th packet *********************

//******** Beginning of the 5th packet of the exchange **********
//************* sent by the AS (EAP-Success/End) ****************
03 A7 00 IF FF 01 18 i header

1 1

1 +----- Flags field with D (Digest) and E (End)
1 bits set
1 +---- Sub-Type field set for sYmmetrical case

1 +----- EAP-SSC-Type
1 +------- Packet Length field set to 31

1 +------- Identifier field has been incremented to 167
+------- Code Field set for EAP-Success packet

73 74 6F 70 i M3="stop"
E69D06BA33DF2799B436D65A348F33840B332810 i D3=D("stop" 1 D2 1 SK)
//******************* End of the 5th packet *********************

9.2 Traces in an asymmetrical key exchange context

We assume the Authentication Server knows the public key of the Smart
Card, and the public key of the Authentication Server is also known by
the Smart Cardo For these reasons, fields used by certificates Cl and
C2 in exchanged packets are empty.

//** First Pair-wise-key used by the Authentication Server
//* Value of Modulol - Integer 129 bytes
02 81 81
00EE9D84FB3D70CD3CF145BDB8DID7580BDB9l7149D44EE09C6E8409853E7D68
5A7C61F840B687ECOF841FEDBCEA6FBBD872783c43CA04AEA56956BD607AAB38
739E629C6FAE2D34B69FFD3D722BE41719CFA5122B50D7821A4FF69DB5E6839D
5938D8D8FD830488342AA5A266A45CD8C1AE32E59B66EEIFFA65DEBD6235824B
21
//* Value of Klpublic - Integer = 3
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02 01 03
11* Value of Klprivate - Integer 129 bytes
02 81 81
009F13ADFCD3A088D34B83D3D08BE4E55D3DOBAODBE2DF406849AD5BAE29A8FO
3c52EBFAD5CF05480A581549289C4A7D3AF6FAD2D7DC031F18FOE47E4051C77A
F6754030B429325864665ECE80839E26AAE039CE642E8253A7E4074BC934DI09
8FC5FA3F6D9985251A3123BAB9AEA498F81FE5EE4407195757FED591D09F5DIO
CB

11** Second Pair-wise-key used by the Smart Card
11* Value of Modulo2 - Integer 65 bytes
02 41
00B7C2DF803986F6F4DFBA2EI04FC5DEOF8DC50ABE713DB9AA2B78387996DCc6
437FFA8B24CD657FAEEE02082EA01553E2DCOA68A5FD5891AAEF78C2489CAB50
Cl
11* Value of K2public - Integer = 3
02 01 03
11* Value of K2private - Integer 64 bytes
02 40
7A81EA557BAF4F4DEA7C1EB58A83E95FB3D8BID44B7E7BC6C7A57AFBB9E8842B
DD5FA9723EC5BF7A9CB387AF255583620B98FE5F0020EE72E24BB429D4BBCACB

11******** Beginning of the Ist packet of the exchange *********
11*********** sent by the Authentication Server (AS) ***********
01 A5 00 20 FF 02 20 ; header

1

1 t----- Flags field with S (Start) bit set
1 t---- Sub-Type field set for asymmetrical case

1 t----- EAP-SSC-Type
1 t------- Packet Length field set to 45

1 t------- Identifier field
t------- Code Field set for EAP-Request packet

02 84 00 00 00 20 ; ASN.l header of the integer rI

11* Value of rI on 32 octets (256 bits)
005A9B7BIABDFOA329B3AB16E5F8933154E33C2C4ADD82F4DD2753257FF62ADC
11******************* End of the lrst packet *******************

11* Value of r2 on 128 octets (1024 bits)
006696D8F9847CAC6FD072E68E7339B8A96BCD4E7D5E2C2B69CF802F79F584EA
AEB85C19D59986E285CCBF86EE4AEB5B0061909165AOB6E3CDA8AA21704C363B
7475F198E22320CDF3B86F40B46EC879482718c5DF242A72A081E674C763469B
B55E6B5946FF5BF7DB82E22194EC4F4C177C067A980A4B945DED75BOC8B23F19

11* Value of U on 128 bytes (1024 bits) equals to the encryption
11* of r2 with the public key Klpublic of the AS
7E36D476944C29467915734360D647D6A8923043B727548495A265B7A38CACBE
OCEF55DF16911AA8A63BFB55D5262D14AID4FC82BODFOIIAD61FD243916C4682
A73E647E1269785EECEE414BCFE43660EI07D120E30CED09151D884D15BOBA94
I7F038955AF4B68621AFOEC3E38DBCCB0827961813B26123FEOOIDBOE0316211

11* Value of DO on 20 bytes computed as the digest of the
11* concatenation of fields from Code field to integer value U
11* coded in the packet by the Smart Card
9E7EFE6B9C60428CC61c8798CSF4FE4835BA0861

11* Value of V on 64 bytes (512 bits) equals to the encryption
11* of DO with the private key K2private of the Smart Card
3A95A34B98F5E009FAE2ECE3F836DFEBB73EEC8B89F733C02F74EBB236AB6151
5D003228F355877C94AFDAAADEC5C47F236F09FEID8E651FAFE757FO64292B73

147



//******** Beginning of the 2nd packet of the ex change *********
//*************** sent by the Smart Card ta the AS *************
02 A5 00 D3 FF 02 00 ; header

1 1

1 1 +----- Flags field
1 1 +---- Sub-Type field set for asymmetrical case
1 +----- EAP-SSC-Type
1 +------- Packet Length field set ta 211

1 +------- Identifier field
+------- Code Field set for EAP-Response packet

02 84 00 00 00 80 ; ASN.l header of the integer U value
; coded on the 128 bytes below

7E36D476944C29467915734360D647D6A8923043B727548495A265B7A38CACBE
OCEF55DF16911AA8A63BFB55D5262D14A1D4FC82BODF011AD61FD243916c4682
A73E647E1269785EECEE414BCFE43660E107D120E30CED09151D884D15BOBA94
17F038955AF4B68621AFOEC3E38DBCCB0827961813B26123FE001DBOE0316211

02 84 00 00 00 40; ASN.1 header of the integer V value
; coded on the 64 bytes below

3A95A34B98F5E009FAE2ECE3F836DFEBB73EEC8B89F733C02F74EBB236AB6151
5D003228F355877C94AFDAAADEC5C47F236F09FE1D8E651FAFE757FO 6 42 9 2 B7 3
//******************* End of the 2nd packet
//* value of the Session's Key SK
3B4C5E8CD72D723A6CC971612DFFEDOEB1E8B514

//* value of D1=D("hello" 1 SK)
772EC3BD82C07C9A8F06FE006ED779EA7AAB8B77

********************
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//******** Beginning of the 3rd packet of the ex change *********
//************** sent by the AS ta the Smart Card **************
01 A6 00 20 FF 02 08

1 1

1 1 +----- Flags field with 0 (Digest) bit set
1 1 +---- Sub-Type field set for asymmetrical case
1 +----- EAP-SSC-Type
1 +------- Packet Length field set ta 32

1 +------- Identifier field has been incremented ta 166
+------- Code Field set for EAP-Request packet

68 65 6C 6C 6F ; Ml="hello"
772EC3BD82C07C9A8FOGFEOOGED779EA7AAB8B77 ; D1=D("hello" 1 SK)
//******************* End of the 3rd packet ********************

/ /* value of 02=0 ("world" 1 Dl 1 SK)
CB2A67FAEB44BBC841E99ECAD6C8B25B2FCB3122

//******** Beginning of the 4th packet of the exchange *********
//************** sent by the Smart Card ta the AS **************
02 A6 00 20 FF 02 08

1

1 +----- Flags field with 0 (Digest) bit set
1 +---- Sub-Type field set for asymmetrical case

1 +----- EAP-SSC-Type
1 +------- Packet Length field set ta 32

1 +------- Identifier field is the same as for request packet
+------- Code Field set for EAP-Response packet

77 6F 72 GC 64 ; M2="world"
CB2A67FAEB44BBC841E99ECAD6C8B25B2FCB3122 ; D2=D("world" 1 Dl 1 SK)



//******************* End of the 4th packet ********************

//* value of D3=D("stop" 1 D2 1 SK)
D5ACB12A9F74B2E09B5CB17SSDIEBESAE6ES027C

//******** Beginning of the 5th packet of the ex change *********

//************** sent by the AS (EAP-Success/End) **************

03 A7 00 IF FF 02 lS

1 1

1 +----- Flags field with E (End) and D (Digest)
, bit set
1 +---- Sub-Type field set for asymmetrical case

, +----- EAP-SSC-Type
1 +------- Packet Length field set to 31

1 +------- Identifier field has been incremented
+------- Code Field set for EAP-Success packet

73 74 6F 70 ; M3="stop"
D5ACB12A9F74B2E09B5CB17SSDIEBESAE6ESOnC ; D3=D("stop" 1 D2 1 SK)
//******************* End of the 4th packet ********************
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